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Abstract

This paper presents an analysis of the role of experimentation in theory formation. Experimentation serves
three purposes: (a) hypothesis testing, (b) gathering of new data to constrain the theory generator, and (c)
manipulation of the external system to reveal its structure. A theory formation system, [:G, is described that
employs experimentation and observation techniques to develop a theory of the UNIX file system and
executive-level file commands. This theory formation task is more complex than previous efforts, and the
goal of the project is to determine which existing theory formation methods are applicable and what new
methods need to be deveioped.  Previous techniques are reviewed, and none of them are found to be
applicable. A new technique, based on controlled experimentation, is described, and a hypothetical trace of

EG’s exccution is presented.

Key terms: Theory iormation, generate-and-test, contrelled experimentation, exploratory experiments,

observation experiments, hypothesis-test experiments, credit assignment, ncw terms.

1introducticn

Despite major advances in recent years, Artificial Intelligence models of learning and scientific theory
formation arc still primitive. ‘This paper describes the EG project—whose goal is to investigate theory
formation in a domain that bears a closer resemblance to ordinary scientific domains that previcus Al theory
formation tasks. We have chosen the task of constructing a theory of the UNIX! opcerating system, because it
provides ample opportunities for experimentation under program control. In this paper, we describe this

theory formation task and then review previous approaches to theory formation including gencrate-and-test,

version spaces, Meta-DENDRAL, and AM/Eurisko. From this review, we conclude that heuristic search

techniques similar to those used in Eurisko are applicable to this domain with modifications to increase the
role of experimentation. Three basic functions of experimentation are (a) o tost hypothescs, (b) to gather
more data for guiding the theory formation process, and (c) to explore the various states of the system being
modclled. The paper concludes with a description of the EG program and a hypothetical example of its

opcration.

1 i
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1.1 Description of the theory formation task

The main goal of the EG project is to investigate a large-scale theory formation problem to determine
which existing Al techniques can be scaled-up and what new techniques need to be developed. The theory
formation task that EG must solve is to develop a theory of the UNIX) operating system by designing,
performing, and analyzing experiments with UNIX executive commands. The theory o be developed has
four components (sec Figure 1): input/output syntax, executive-level commands, system calls, and file-system

data structures.

e Input and cutput syntax. (E.g., Incommand :: = 1n source dest)
» Abstract programs for cach exccutive command. (E.g., Tn command, ¢p command)

e System calls. (k.g., Craate-file, Duiete-file,
Change-working-directory)

e [File system data structures. (I:.g., file dircctorics, protection codes, current working
directory)

Figure 1:  Four components of EG's theory of UNIX

Input-output syntax includes the syntax of strings typed by the user (commands, file names, arguments,
switches, and so on) as well as the syntax of strings printed by the computer (directory listings, prompt

characters, error messages, and so on).

The command component of the theory invelves describing the behavier of cach executive command as an
abstract program. There are two basic ciasses of commands: observation commands, which simply display
information about the current state of the system, and manipulation commands, which perform some action
on the file systern. Manipulation commands typically involve such steps as checking the prerequisites of the
action to be performed, printing crror messages, requesting confirmation for dangerous actions, and, of

course, invoking the appropriate system calls to perform the actions.

The final two components of the theory are closely coupled. The file system is described as a sct of
mappings and data structurcs that implement those mappings. The system calls arc then defined as
operations on these data structures. For example, there is a many-to-one mapping from file names to files,
and this mapping is implemented as a table in a dircctory file. The Create-111e system call adds a new

entry to this table (as well as writing a fil on the disk).




This theory is substantially different from any theories developed by previous learning programs in the
inter-connectedness of the concepts in the theory. “Theories” forined by Lenat's AM [1976] and urisko
[1982] programs, for example, are simpler in that they investizate systems of nearly-independent concepts.
Each concept can be defined and evaluated without modifying the definition of any other concepts. In EG,
however, a change in the definition of a data structure, for example, can have far-reaching effects on the

definitions of system calls, commands, and even 170 syntax.

In defining this particular task, we were guided by an analogy with the way people learn about operating
systems. Pcople are rarely taught the details of an op\cr;mng system. Instead, they read manuals and then
conduct cxperiments. An cxamination of any opcmlinhg systems manual will reveal many incomipletencsses.
For the UNIX manuals we have inspected [Kernignan and Mcllroy, 1976; Lomuto and Lomuto, 1983), the
syntax and main behavior of cach command are well-specified. However, the anderlying structure of the file
system and the exact behavior of executive commands in unusual situations ace very incompletely described.
By analogy, EG starts with a fairly complete model of the 170 syntax of UNIX. It is given partial models of
the more common executive commands and very little information about the underlying data structures and
system calls. It also has a body of general knowledge about computers (¢.g.. data structures for implementing
a many-to-onc mapping) and knowledge about the kinds of actions that one would normally want to perform

on files and similar data objects.

1.2 Review of previous work in theory formation

Given this knowledge about operating systems in gencral and UNIX in particular, there is still an immense
space of possible theories. We believe that clever experimentation is required in order to search this space
cfficiently. Before describing the approach that EG employs, let us review existing techniques for scarching

large hypothesis spaces.

The most naive approach to searching any space is to generate all candidate solutions and test them to sce if
they are indeed solutions. In this domain, this approach corresponds to generating all theories of UNIX
consistent with the starting knowledge base and testing them through cexperiments. This approach is grossly

incfficient, because it does not use the results of hypothesis testing to improve the scarch as it progresses.

Mitchell’s [1978] candidate-climination algorithm is a technique that completely incorporates information
obtained frem cach test into the generator of possible hypotheses. We believe that the version space approach
would not work in this domain, however, because the theory of UNIX is too large to be usefully viewed as a
single "concept.”  The UNIX theory has many nearly-independent subcomponents (c.g., individual
commands) that give the space of possible theories a very branchy partial order. Consequently, the candidate-

climination algorithm would not perform well in this space.




The approach employed in Meta-DENDRAL. appears initially to be ilpp]i(.‘.ll)]&‘.- Meta-DENDRAL is given
a set of molecules (with known structurc) and their corresponding mass spectra, and its goal is to develop a
theory that predicts how molecules will break apart inside the mass spectrometer. It employs what has been
termed the "single-representation trick” [Dietterich, et al., 1982] to search the space of possible cleavage rules.
First, cach data point in cach mass spectrum is translated into a set of specific cleavage rules that could have
caused that data point to appear. Then syntactic pattern matching methods arc applied to generalize these
cleavage rules to obtain a small sct of general cleavage rules that explain most of the data. An analogous
approach in EG's domain would start by gathering training instances of commands and their behaviors. ‘Then
the set of maximally-specific UNIX theories that could explain these behaviors would be computed. Finally,
syntactic mcthods would be applied to generalize these theories to obtain a single theory that explained all of
the behavior. Unfortunately, this approach is not feasible because the set of maximally-specitic theories that
explain a given command is too large to compute. Furthermore, it is not obvious which data should be

gathered initially to guide the theory formation precess. A more dynamic approach appears to be called for.

The AM and Furisko programs employ a dynamic, opportunistic approach to discovery tasks. [t is
worthwhile investigating how analogous methods might be applied o EG’s task. AM and Furisko are
discovery systems that search a space of possible constructs looking for interesting ones. A direct application
of Eurisko to the operating system domain would involve giving Eurisko general knowledze about operating
systems along with heuristics for the design of good operating systems and then letting it v o see what
interesting systems it discovers. To convert Eurisko into a theory formation system we need to replace the
"interestingness™ heuristics with techniques that force Eurisko to generate theorics that explain the observed
behavior of UNIX. This is roughly the approach we are taking. In place of "interestingness” heuristics, EG
plans and carries out observation experiments to reveal important structure in UNIX. This structure is then

incorporated into the growing theory of the operating system.

1.3 The iole of experiments in learning and theory formation

Experimentation (or active instance selection) has been ennloyed in several lcarning and theory formation
systems (sec [Buchanan, Mitchell, Smith, and Johnson, 1977]). It provides two basic functions: testing

hypotheses and gathering further information to constrain the hypothesis generator.

The simplest learning methods rely only upon the ability of an experiment to test the truth of some
proposition and return a YES/NO answer. [n pure hypothesis testing, this answer merely indicates that the
proposition(or supporting theory) is correct or incorrect.  However, it is possible to use this information to
help guide the theory generator.  For example, as we mentioned above, Mitchell's [1978] version space

approach guarantees that the generator will generate only theories that are consistent with the data. Henee,




every YES/NO answer returned from an experiment is completely incorporated into the gencrator of
theories.  In this role, experiments can be viewed as providers of new data from which the theory is
developed. Even this role has not been developed much in existing learning systemn. Substantial speedups in
learning can be obtained by clever use of experiments to "split the hypothesis space in half” (see [Mitchell,
1978)).

It is possible to exploit YES/NO answers further through credit assignment. If credit and blame can be
assigned to individual components of the candidate theory that was tested, then the theory generator can be
instructed to modify only the parts of the theory that are still incorrect.  There are many techniques for
assigning credit and blame.  One approach described by Dictterich and Buchanan [1981] is to perform
controlled experiments. ‘The generator can generate a sct of hypotheses by varying only one component of
the hypothesis at a time.  Each hypothesis is then tested, and a YIS/NO answer is obtained. Beciuse only

one component has been varied since the last test, all eredit and blame can be assigned to that component for

any changes in the overall evaluation of the hypotheses.  This strategy only makes sense if it is possible to

factor cach complete hypotiesis into independent subcomponents. [f this can be accomplished, then cach
subcomponent can be tested independently prior to combining the subcomponents into one complete

hypothesis. If such a factoring does not exist, then this strategy reduces to; exhaustive generate-and-test.

In some domains—including the proposed operating system domain--more than = simple YES/NO
answer is available from experiments. In Arthur Samucl’s [1967] book-rmove version of his checkers Icarning
system, for example, cach experiment not only tested whether a proposed move was the correct one—it also

returned the correct move as a result. This information was then employed to adjust the current hypothesis.

The more information an cxperiment provides, the more the learning or theory formation system can learn
from that experiment. For example, in the LEX learning system, each experiment returns a complete trace of
the efforts of the problem solver to solve the given integration problem. A powerful analytic technique has
recently been develeped for LEX that involves analyzing this trace and attemipting to “invert” cach
integration operator that was part of the optimai solution path. If this inversion can be accomplished, then

the evaluation criteria for what it means to solve a problem can be “pushed through" these inverted operators
to compute directly the heuristics for cach of the operators in the solution sequence.  Utgoff [1982] has cven
employed this technique to compute the definitions of new terms to be included in the generalization

language of the system.

We hope to show with EG that similai techniques can be employed in a more compiex theory formation
task. A very important difference between EG and all previous theory formation systems, however, is that the

system being experimented upon is external to the theory formation system. Consequently, it is not possible




to observe dircctly its internal state. This makes evident a third function of experimentation——it permits the
theory formation program to manipulate the external system in order to reveal its internal structure. In the
UNIX domain, for instance, experiments can force UNIX into a new state that has never been previously
observed. [‘or example, a command to change the current working directory makes a variety of new
behaviors observable including changes in the relative names of all files in the system. Once a new state is
entered, observation commands can be issued to learn more about that state. From this perspective, it can be
seen that EG's task is to explore two spaces: the space of possible operating system theories and the space of

possible states of the external system.

1.4 Summary

We arc now in a position to state the two basic hypotheses of the EG project:

1. A heutistic scarch technique similar to that employed in Eurisko is sulficient to discover theories
in this domain, and

2. Planned experimentation is essential in large domains in order to avoid combinatorial explosion in
the secarch for theories.

Both of these hypotheses rest on a more fundamental claim: Theory formation can only be accomplished if
the system under study can be factored into weakly-interacting components. The essoase of hearistic search is
to subdivide the overall theory formation task into small subtasks to which heuristics can be applied. ‘The
essence of experimentation is to isolate some subcomponent of the system under study in order to observe its

behavior (and thus provide guidance to the heuristic search for theories).

This project can be viewed as an attempt to test these hypotheses by developing a now experimentation-

based theory formation method.

2 Forming theories about operating system commands

As described in section 1, EG starts with a partial theory of the UNIX file system and incrementally
improves this thcory by conducting online experiments with a UNIX system over an Fthernet connection.
The starting theory of UNIX includes the basic commands for listing file directories, copying files, and
deleting files. Also included is an initial theory of the file system and the system calls that manipulate it. This
initial theory is incompicte and oversimplified, but it includes cnough information to cnable EG to
manipulate and observe the state of the UNIX system. EG's task is to fill in the missing parts of the theory
and deepen the oversimplified parts in order to obtain a complete and accurate theory (at the given level of

description).




“This section starts by describing the architecture of the EG program. Then a hypothetical example of EG's

behavior is presented.

2.1 Program architecture

EG is designed as a set of knowledge sources that interact through a global database and a global agenda.
The global database (also referred to as the blackboard) contains a representation of the current theory and
any alternatives under consideration. The global agenda is an ordered list of outstanding tasks to perform.
An exccutive routine repeatedly analyzes the agenda, chooses a task, and invokes a knowledge source to

perform the task. As the knowledge source runs, it may post new tasks on the agenda.

Tasks fall into two major categories. One kind of task is placed on the agenda when some new information
has been posted on the blackbouard. “This kind of task asks that some knowledge sources be invoked to
compute the consequences of this new information and propagate them to other components of the theory.
The second kind of task identifics some hole in the theory. [Ttasks that some knowledge sources be invoked to

design and execute an experiment to help fill this hole.

‘T'asks are ranked on the agenda according to their importance. Importance is determined by a collection of
heuristic rules such as "If some other task is depending on the results of this task, then this task is important”

or "If this task might indicate a serious error in cur theory, then this task is important."

From the most abstract viewpoint, the seven knowledge sources in EG can be grouped into two categorics:
those that generate theories and those that test theories. There are four generator sources, one for cach

component of the theory:

© TIO—Input/Output theorist
o 1C—Command program theorist
o I'SC—System call theorist

e ['DS—Data structure theorist

Fach of these has the task of generating possible modifications to the corresponding component of the
UNIX theory. These modifications may involve expanding the theory to include a finer level of detail or

revising the theory to correct errors.

There are three knowledge sources that test theories and perform experiments. ‘T'hese are




e The experiment proposer—which examines a problem and attempts to find an experimental
method that will help solve it.

e The experiment planner—which develops a specific experiment to pertorm, and

e The experiment monitor—which performs the experimients and gathers the raw responses from
UNIX.

The gencral behavior of the system is to repeatedly identify a hole in the theory, design and exccute an
experiment to gather some data, and then invoke appropriate theory-generator knowledge sources to analyze

the data and modify the theory.

2.2 An extended example: the In command

This section presents an extended example of EG as it attempts to understand the 1n command. ‘This
command permits the UNIX user to create an alias name for an cxisting file.  After the command 1n
source dest iscxccuted, both names source and dest point to the same file, so that changing onc file

changes the other.

We will start by describing the state of EG's UNIX theory at the point where it begins to work on the 1n
£ | s

command. Then, we will present a hypothetical sequence of knowledge source invocations.

Suppose that EG has been working for a while on the structure of the file system. [t has discovered that the
file system is structured as a tree of dircctories and now it is investigating commands (whose names and syntax
it already knows) to see what effects they may have on the file system. One of these commands is the 1n

command. Here is the state of knowledge at this point in EG’s rescarches.

Recall that the theory of UNIX is built of four components: file system data structures, system calls,
command programs, and 170 syntax. EG’s current theory of data structures states that the UNIX file system
is structured as a tree, where cach interior node in the tree is a directory and cach leaf node is a file. Thereis a
global state variable that points to a particular dircctory in this tree called the current working directory. A
file is designated by giving a path through this tree from the current working dircctory to the desired file or
dircctory. A downward link in the path is specified by giving the name of the file or dircctory. An upward
link is specified by giving the special name ", .". Each directory implenents a mapping between file names
and actual files. This mapping is many-to-onc and converts file names into unique global identitiers of files.
The mapping is impicmented in the directory as a table in which file names and file ideutifiers are juxtaposed.
A unique file identitier is an address that points to the actual siring of characters that inakes up the file. Fach

file can be thought of as having a canonical path naine that starts at the root of the file structuie.




The second component of EG's current theory—the system call component-—includes the following

primitive actions:

ecreate-file(name,contents)
Create a new file with the indicated name and contents. This is defined as creating a new unique

file identifier, storing the contents at that address. and addinrg a new row <name, unique
identifier) to the appropriate directory.

edelete-file(name)
Delete the file with the indicated name. ‘This is defined as removing the directory entry for name.

erename-tilo(oldname, newnamo)
Change the name of a file. “T'his just changes thic name field in the appropriate directory entry.

e addlink(sourcs, dest)
Create a new name (dest) for an cxisting file (cource). Thisis defined as adding a new entry to
the appropriate directory associating dest with the same unique identificr as source.

e filep(name)
Check to sec if name is the name of a file and not a directory.

eaccessiblop(name)
Check to see if name is defined as cither a file or directory.

For cach of these primitive actions, there are prerequisites that can be inferred from the current theory of
the file-system data structures. For instance, Creato-filo only works if the name does not already exist.
Add11ink requires that the source cxist and that the dest not exist. Filep has Accessiblep as a

prerequisite.

-

The third component—the command procedure component—includes procedures for the following

commands:

els
Print a list of the file names in the current working dircctory.

els -1d name
Print file information about the file or directory indicated by name.

eCcp sourco dost
Create a new file dest whose contents are copied from source.

e i source
Delete the file source.
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For cach of these commands, EG has an abstract programn that defines the command in terms of the system
calls given above (sce Figure 2). To represent these programs, | am using a slight modification of the
programmer’s apprentice representation for "deep plans” (sce [Rich and Shrobe, 1976]). In this notation, a
program is represented as a partially-ordered graph of boxes. Fach box denotes a primitive action to be
performed. The boxes are linked by control paths that indicate that one box must be performed before
another. Conditional boxes have multiple outputs, one for cach possible outcome of the action. Although not

shown in this simplc example, this notation also provides methods for representing iteration and recursion.

I Success [ I

cpn | | [

Print Print
s Create-file
msg1 msqg2

s |t s |t
AccessibleP FiloP Print
msq3
|
S [ f
AccessibleP

Dest Source

msg1: Dest: File exists
msg2: Source is a directory
msg3: Source: No such file or directory

Figure 2: l.evel 2 theory of the ¢p command.

Finally, the syntax component of EG's UNIX theory includes a complete grammar for file and directory

syntax and for command syntax. The following BNF rules show a portion of this grammar.




command ::= Incommand | cpcommand
othercommand

Incommand ::= 1n sp filename sp filename
cpcommand ::= cp sp filename sp filename

filename ::= legalchar
filename legalchar
{repeat up to 13 times)

Notice that the syntax for the 1a command is provided. The syntax for several commands is given to FG at
the start. However, the BNI rule for command also includes the nonterminal othercommands, which has
no rules defining it. Henee, G knows that its list of commands may not be complcte.

Given this body of Xnowledee, let us suppose that EG has performed an 1n command and inductively
inferred that the purpose of the Tn command is to periorm an Add11nk operation on its two arguments.

Here is one sequence of knowledge-source invocations that might occur.

Step 1. The TC knowledge source is invoked to build a theory of the Tn command. In other words, it is
called upon to develop all possible abstract programs that mught implement the 1n conunand using the
available system calls. TC produces only one theory for 1n, which is shown in Isigure 3. (In my first
implementation of this system, the TC builds this theory by backward chaining from the goal of the
command.) This theory says that the main step of the command is to perform an Add11nk opcration on two
arguments, the source and destination file names, In order to do this, all of the prerequisites of Add11nk
must be checked. Hence, test boxes have been included that check (a) that the source file is accessilile, (b)
that the source file is a file, and (c) that the destination file is not accessible. Uinfortunately, diis is not a
complete program for the 1n command. There are three dangling links: cases where TC cannot guess what
the 1n commind will do. These correspond to the three cases in which an error is present in the command’s

arguments. Hence, TC posts thiee tasks on the agenda—one for cach "hole™ in the theory.

Step 2. The experiment proposer is invoked to design experiments that resolve the first of these
ambiguitics—determining what happens when the source file is not a file. ‘The basic plan for such an
experiment is to issue an 1n command for which filep(source) is false and obscrve what happens. Such
an experiment will only be valuable if the observation can be made and the outpat success{uily interpreted.

lHence, the experiment proposer must find a set of constraints on the arguments to the 1n command that

force control out the desired branch, while at the same time preventing any other, possibly confusing, events

from happening.
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Success
In
Addlink
2 ' ?
s f s I f
AccessibleP FileP
?
W
AccessibleP
Dest Source

Figure 3: initial theory of the 1n command.

[ have developed a simple marker-propagation algorithm that can perform this computation. It starts by
applying labels to the desirable and undesirable paths in the program. Then, these labels are propagated
through the various conditional boxes to determine how cach conditional box should be "set.” This problem

is closcly related to the problem of line sensitization in digital circuit test generation [Roth, 1966].

In this particular case, the solution is to choose a source name that is accessible, but that is not 2 file name
(i.e., it is a directory name), and to choosc a destination name that is not accessible. An 1n command with
those arguments will noi perform the Add1ink operation nor will it send control out any of the other
dangling paths. Once the experiment proposer has developed this plan, it adds a task to the agenda

suggesting that the experiment planner be invoked to complete the design of this experiment.

Step 3. The experiment planner is invoked to choose specitic names for this experiment.  If EG does not
have an up-to-date model of the current state of UNIX, then some observation commands must fivst be issued
to find out what files exist. Then, the choice of file names is simple. In general, the problein of choosing

specific arguments for an experiment is somewhat tricky, since the chotees may not be independent of ene
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another. In such cases, techniques similar to those employed by Stefik {1980] will need to be applied to make

some choices and then use those to constrain the other choices. In addition to planning the main step, the

experiment planner must also plan the data-gathering commands that are to be issued. In this case, we have
some heuristics that teil us that the likely effects of this command are to modify the objects named by its

arguments and to display some output. Hence, the following plan is developed:

1s -1d d
Should display
“arwxr=-xr-x 2 x1 32 Apr 20 21:04 d"
18 =14 &
Should give the error message "b not found"
Indb
May print an error message
s ~14 ¢
Should display
"drwxr-xr-x 2 x1 32 Apr 20 21:04 d"
18 ~ld b
Should give the error message "b not found" or else
directory tnformation about b

where d is a directory that alrcady exists, and b is a non-existing name. Observation actions (the 1s
commands) have been placed before and after the key step (the 1n command). Notice that the experiment
planner computes expectations so that the experiment monitor can determine whether things are "on-course."
If Tn were judged to be a dangerous command, then commands would have heen included to create a seratch

dircctory instead of using an cxisting directory.

Step 4. Now the experiment monitor is invoked to perform the experiment and collect the results. The
execution of this experiment produces the following responses from UNIX:

% 1s -1d d

drwxr-xr-x 2 x1 32 Apr 20 21:04 d
% 1s -1d b

b not found

% Indb

d is a directory

% 1s -1d d

drwxr-xr-x 2 x1 32 Apr 20 21:04 d
% 1s -1d b

b not found

%

(Here are some notes to aid the reader in understanding this trace. The % is the UNIX prompt character.
The output of the 1s command-—for example "drwxr-xr-x 2 x1 32 Apr 20 21:04 d"—icasi le
line giving information about the file or dircctory named by its argument. This information includes the

protection bits, the owner, the length in bytes, the modification date, and the name.)
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Once the experiment monitor has obtained these responses from UNIX, it posts them on the blackboard

and adds a task to the agenda suggesting that some knowledge source should interpret this data.

Step 5. The TIO knowledge source interprets these data to 2an that the Tn d b command had no effect
except to print the message "d is a directory"”. This is interpreted as an error message, but, since EG has no
ability to understand English, the only thing it can notice about the message is that it mentions the d
argument (this is typical for UNIX crror messages). [t is important to note that the problem of interpreting
the data is inherently underconstrained.  There are two reasons for this. First, the mecaning of a string
depends on the context in which it appears. A given string appearing in the output, {or example, could be the
contents of a file, since files can contain arbitrary strings. Or, the string might contain several subticlds that
denote various objects in the computer, such as protection codes, user names, times and dates, and so on.
Second, EG's I70 grammar is never complete, so it is always conceivable that a givensstring denotes some new
class of objects that has never before been encountered by EG. Given this lack of constraint in the paising
process, it is critical that EG be gi'\ en some knowledge about what to cxpect. In this context, since we are
violating a prerequisite of a primitive action, we are expecting an crror message or clse some change in one of

the command arguments.

Once T10 has interpreted the output, it places this interpretation on the blackboard and adds a new task to

the agenda to propagate the consequences of this interpretation to other componants of the ticui.
g y

Step 6. Hence, the TC knowledge source is invoked to update the command component of the theory in
light of the fact that Tn d b produced only an error message and had no other effects. The Tn command
theory is updated by attaching a Print action of the form Print(concat(source, " is a

directory”)) to the dangling link coming from the Fi1eP test.

The process of filling in the dangling links of the Tn command program continues in this way until the plan
shown in Figure 4 is obtained. This thcory might serve quite well for a long time, but at some point, EG
might attempt to create a link that crosses device boundaries. The starting theory of the file sysiciin sketched
above is incorrect, because it assumes that a directory maps names to unique file identifiers. It turns out that
dircctories map names to file identifiers that are unique for a given device. The combination of the device
and the file identificr uniquely designates the file. As a consequence, it is impossible to create links across

devices, since the linking operation involves changing only the within-device file identifier.

Suppose that EG attempted the following cross-device 1n command;

% 1n filea /tmp/filea
filea: Cross-device link
%




Success

|

il

Print

msg1

Addlink

S f

AccessibleP

Print

ms(3

AccessibleP

Source

msq1: Dest: File exists

msqg2: Scurce is a directory

msg3d: Source: No such file or directory

Figure 4: Theory of 1n after all dangling paths have been observed

The line 7i1ea: Cross-device 11ink is an unexpected error message.

knowledge source invocations that results:

Here is the sequence of

Step 45. The experiment monitor notes immediately that this message violates the expectations for the

experiment in progress (i.c., this 1a command wasn't supposed to produce any cutput at all). Hence, the

execution of the experiment is halted, and T10 is queued to interpret this message.

Step 46. T1O interprets this as an error message (since it is a single line and mentions onc of the arguments

to the 1n command).

Step 47. TC updates the theory to include an new conditional box. This box is testing some unknown

condition at some unknown point in the 1n program and printing the error message if the test succeeds. The

1'C can give this condition box a synthetic name., Cross-dovicep. but it can't be sure what arguments are
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being tested. Any data structure in the operating system might conceivably be checked, and EG doesn’t even
have a complete list of such data structures. ; Figure 5 shows the possible locations of the Cross-davicep
check.

TC identifies two problems that must now be solved. First, the exact positions of Cross-dovicap in the
1n program need to be determined. Most error messages indicate violated prerequisites, henee, the position
of cach Cross-devicep check will indicate that some primitive action has this condition as a prerequisite.
Second, once the positions have been identified, the prerequisite information must be propagated to the

higher levels of the theory. These two problems are added to the agenda.

Step 48. The cxperitnent proposer is invoked to work on the first problem. It has two methods for pinning

down the position of a test. One is to hold the arguments to 1n constant while varying the objects that they

denote, and the other is to compare the Tn command with commands that contain sonic of the samie primitive

boxes. By applying the first incthod, the experiment proposer proposes that 1n filea /tmp/filea be

attempted, but with ¥11ea now being a non-existent file.

Step 49. The experiment planner must figure out a way to accomplish this. For example, EG could simply
delete £ilea. However, if the contents of £11ea arc valuable, then EG should instead icname filea. In
this case, EG chooses to delete £11oa using the rm command:

rm filea
Should produce no output
In filea /tmp/filea
Should either print
filea: No such file or directory
orelsefilea: Cross-device 1ink
1s -1d 7ilea
Should print fi1ea not found
1s -1d /tmp/filea
Should print /tmp/filea not found

Step 50. Plan exccution produces the following output:

% rm filoa

% In filea /tmp/filea

filea: No such file or directory
% 1s -1d filea

filea not found

% 1s -1d /tmp/filea

/tmp/filea not Ffound

%

Step S1. TIO interprets this as being the expected output of the tn command when the source file does not

exist.




L Success
l l l

o) Print
s Addlink
msg1 msg2

s]f

AccessibleP

AccessibleP

(1]

Source

Where stands for /

s |
Cross-

devicep

msg1: Dest: File exists [
msg2: Source is a directory

msg3: Source: No such file or directory

msg4: Source: Cross-device link

Figure 5: Possible locations of the Cross-devicep test

Step 52. I'C can therefore conclude thai, since Cross-dovicep must be checking something besides the
existence of £11ea and since nothing clse changed from one experiment to the next, Cross-dovicop

should also have been true in this case. Hence. Cross~-devicop is not a prerequisitc of Access ib1aP.
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Similar experiments can be conducted to show that Cross-devicep is noi a prerequisite of the other
Accessiblep test or the Filep test. Hence, Cross-devicep must be a prerequisite of the Add1ink
action. The resulting theory is shown in Figuie 6. Note that the exact position of the Cross-devicap test

is still not known.

[ Success [ ]
In =3 | |
Print : Print
msg1 A, msg2
?
S [ t { ? l S f
AccessibleP FileP
Vg Print

msq3

s{,/

AccessibleP

Dest I Source

msg1: Dest: File exists
msg2: Source is a directory
msqg3: Source: No such file or directory

Figure 6: [.ccations of Cross-devicep after experimentation

An alternative rescarch strategy would be to compare the 1n command with the ¢p command. Initially, it
appears that these commands have identical prerequisite structures (compare Figures 2 and 3). The only

difference is that the final step in the cp command is aCreate-f1i1e instcad of an Add11nk.

Step 49 (alternative approach). The experiment proposer suggests that the command ¢p filea
/tmp/f1ilea be cxecuted to sce if the Cross-davica 1ink message will be printed. In this cxperiment

(as in the previous step 49), £11ea names an existing file and /tmp/f119a names a non-existing file.
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Step 50 (alternative approach). The experiment planner develops the following experiment:

cp filea /tmp/filea

Should produce no output or else

the messuge filea: Cross-dovice link
1s -1d filea

Should print

“pE=pr=pee 3 x1 27 Apr 27 10:44 filea
1s -1d /tmp/filea

Should print directory line for /tmp/filoa

or else the message /tmp/filea not found

Step 51 (alternative approach).  The experiment monitor performs this experiment and obtains the
following output:

% cp filea /tmp/filea

% 1s -1d filea

wiilepuspin 1 %1 27 Apr 27 10:44 filea
% 1s -1d /tmp/filea

PN P==r== 1 al 27 Apr 27 10:45 /tmp/filoa
%

Step 52 (alternative approach). T10 interprets the two output lines as directory information.

Step 53 (alternative approach). TC interprets this as meaning that ¢o performed normally, and hence, that
Cross-devicep was not checked. It follows that Cross-davicep is not a prerequisite of

AccessibleP, Filep.orCreate-file. Hence, it must be a prerequisite of Add11ink.

Even though the position of the Cross-devicep operation has been determined, this does not resolve

the question of what it is checking. EG now takes up this problem.

Step 65. The experiment proposer suggests performing several different experiments in an attempt to
dmuncr;nmuwrninlhcshumhnmin\wﬁdmCross-devicepistnw.'Husccxpcﬁmcnm vary conditions
that might possibly be relevant to Add11ink, such as the name and location of the source and destination files
in the directory structure, the size of the file, the owner of the file, and so on. These experiments are not

shown here.

Step 102. Eventually, I'SC (the system-call knowledge source) analyzes the data and discovers that
Cross-devicep(s,d) is truc if and only if the first names in the canonical file names of s and d are
different. This turns out to correspond to device boundaries on the UNIX system where these experiments

dare run,

Step 103.°TDS (the data strueture knowledge source) attempts to find a chanse in the daty structure theory
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that can explain why this would be a prerequisite of Add1ink. One such change involves altering the
definition of the mapping between unique file identifiers and files. In the starting theory, this was a one-to-
one mapping represented by juxtaposition. If this mapping is extended to map from the ordered pair
{first-name-of-the-canonical-file-name, unique-identifiard to files, then Addlink
can be defined as modifying only the unique-identifier ficld, so that two files must share the same

first-name-of-the-canonical-f1ile-nama in order for the Add11ink operation to make any sense.

Step 104. Given this revision in the definition of Add11nk, TC revises the program for the 1n command to
include Cross-devicep as a third independent test to check the prerequisites of Add1ink. Figure 7 shows

the finai program for the 1n command.

I [ Success l T
In l I l

i Print
oy Addlink 4
msg | msq2

o il e

. 114 s |

AccessibleP FileP
Print
msqg4
\ Print
S [ f msqd
Cross-
devicep s [ i
AccessibleP
Dest l Source

msg1: Dest: File exists

msg2: Source is a directory

msg3: Source: No such file or directory
msg4: Source: Cross-device link

Figure 7:  Final program for the 1n command
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3 Relationship to scientific theory formation

The hypothetical example shown above exhibits some interesting behavior, and one can casily draw
parallels with the way in which people learn operating systems. 1t is worthwhile to ask, however, if EG can

tell us anything about scientific theory formation.

Despite the artificial aspects of the operating system domain, we believe that there are several important

similaritics between this theory formation task and ordinary science.

o The theory being formed is not a single sentence or equation, but rather a description of the
operating system at four distinet levels of analysis.

e Interaction with the operating system takes place at the level of strings of characters, which must
be interpreted in terms of the current theory. (Observations are "theory-laden™ [Huanson, 1958).)

. . . . . . . -~ .
e Daia are gathered indirectly through the design, exccution, and interpretation of experiments.

~orte nowwhiial cosena A ctiarilire aavione thy, H
Ciils, in which sonic now stimulus causcs the (,‘P“‘r-l“"g

(=N

system to enter an unknown state and then observation commands are issued to learn about that

state.

Since EG's task resembles a scientific task, we can now ask what EG's methods tell us about scientific
methods. In addition to hypothesis testing, EG demonstrates two other important roles for experimentation
in science: data gathering and exploration of the system being studicd. EG may also shed some light on the
origin of theoretical terms. The methods by which EG revises its theory of data structures and system calls
can be viewed as a technique for developing new theoretical terms. EG isolates and uscs these terms before
giving them a precise definition. This technique is analogous to the method cmployed by Utgoff [1982]. New
terms at one level of description are eventually defined as composites of existing terms at a more primitive

level.

4 Summary

The goal of the EG research project is to attack a complex theory formation task in order to see what
existing methods can be scaled-up and what new methods need to be developed. ‘The task facing EG is to
develop a theory of the UNIX operating system that explains the observable behavior of the system at the
exccutive level.  Our hypotheses are that (a) no cxisting methods will work in this domain and (b)

manipulation and observation experiments will be critical to controlling the scarch for theories in this domain.
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The EG program is an agenda-driven system in which only a few current hypotheses are maintained. The
agenda is a list of problems that require attention including (a) intermediate results whose consequences need
to be propagated to other parts of the theory and (b) holes in the theory that need to be filled. Theory-
generation knowledge sources perform type-(a) tasks, and experimentation knowledge sources design
experiments to solve type-(b) problems. ‘The theory revision process can require that new data structures and
system calls be defined in order to make sense of operating system behavior. Implementation of EG has only

been under way for a short time.
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